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1.1 Overview

1.1.1 Definition of Kerberos

Kerberos is a safe way to authenticate users in a computer network. Kerberos is developed by
the Massachusetts Institute of Technology. Kerberos lets a user request an encrypted "ticket”
from an authentication process that can then be used to request a particular service from a
server. Authentication is the process of determining whether someone or something is, in fact,
who or what it is declared to be.

1.1.2 Security

Kerberos is used in a Windows 2000 or higher domain by default. An important reason to use
Kerberos is that passwords will not go over the wire. Instead, an encryption key derived from
the password initiating the Kerberos ticket request will go over the wire. This way a high level
of security will be achieved. Keep in mind that an unauthorized user can still gain access if he
or she knows a valid username and password. To gain a higher level of security, smart card
logon (certificate based logon) can be used. The use of a certificate is more secure than using
name and password because it is impossible for a hacker to crack the password.

Kerberos is used in combination with Security Support Provider Interface (SSPI) security
exchange mechanisms.

1.1.3 Citrix Pass-through Authentication

Kerberos can be used in combination with pass-through authentication. Kerberos with pass-
through authentication works with any client logon method, e.g. smartcard, biometrics or
password. Using Kerberos pass-through, the Kerberos ticket derived from the initial logon is
used for Citrix pass-through authentication. If needed, this solution can be used in high level
security environments.

To use Kerberos in combination with Citrix pass-through authentication a number of settings
has to be made for both server and client.

It is important to note that if you want to use Kerberos in combination with Citrix pass-
through authentication, you have to use the Citrix client provided on the Citrix Presentation
Server component CD-ROM. Do not use a downloaded client.
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1.2 Presentation Server

Kerberos logon requires Presentation Server 3.0 or higher. Kerberos works only between
clients and servers that belong to the same or to trusted Windows 2000 or Windows 2003
domains. Servers must also be trusted for delegation.

Kerberos logon is not available in the following circumstances:

e Connections for which you select any of the following options in Terminal Services
Configuration:

0 On the general tab, the Use standard Windows Authentication option

o0 On the logon Settings tab, the Always use the following logon

Connections you route through Secure Gateway
If the server running Presentation Server requires smart card logon
If the authenticated user account requires a smart card for interactive logon

SSPI requires XML Service DNS address resolution to be enabled for the server farm, or
reverse DNS resolution to be enabled for the Active Directory domain.

To disable Kerberos Logon to a particular server, set the following registry key on the server:

HKEY_LOCAL_MACHINE_\SOFTWARE\Citrix\Logon\DisableSSPI=1

1.3 Web Interface

Kerberos pass-through can be used in high level security environments in combination with
Citrix Web Interface or Citrix Program Neigborhood Agent. The following settings have to be
made:

e Enable Kerberos pass-trough authentication using the Access Suite Console

e Add the url of both the Citrix Web Interface and Citrix Program Neighborhood Agent (if
different) to the local intranet zone in Internet Explorer

e Trust the Citrix Web Interface Server for delegation

This results in applications enumerated automatically in Citrix Web Interface or Citrix Program
Neighborhood Agent.
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1.4 ICA Client

Kerberos logon requires Presentation Server Clients for 32-bit Windows Version 8.x or higher.
You have to use the Citrix ICA client provided on the Citrix Presentation Server component
CD-ROM. Do not use a downloaded client.

The application settings of the Presentation Server Program Neighborhood Client for 32-bit
Windows are controlled by a number of initialization (.ini) files. These settings can also include
Kerberos settings.

The Web Client does not use .ini files. All connection properties for the Web Client are
specified in .ica files.

1.5 ICA Client Initialization Files

This section explains the initialization files settings. The appsrv.ini file describes each custom
ICA Connection and user interface settings. The WFClient section within the appsrv.ini file
describes connection and session properties that serve as defaults for all custom ICA
connections and also describes user interface settings. The wfclient.ini file describes the
properties of the client device. These settings must be placed under the WFClient section of
this initialization file.

You can customize the initialization files at the installer level. To do so, these initialization files
could be included in a single package and automatically distributed to clients, along with the
installer files. You can create a package using the following method:

Extract the contents of the installer file to a new folder, A

Install the client using the installer file

After installation of the client, modify the initialization files

Save the modified initialization files to a new folder, B. Replace the .ini file extensions
with .src extensions

Replace all .src files in folder A with their modified equivalents from folder B

e Repackage the contents of folder A for distribution to users

The detailed procedure of creating an ICA client package is beyond the scope of this
document.

Setting Explanation Initialization File
SSPIEnabled Enables Kerberos authentication Wrfclient.ini
Use Kerberos authentication only.
UseSSPIOnly Authentication will fail if Kerberos Wrfclient.ini
authentication fails
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These settings correspond to ICA Settings dialog box = General tab = Pass-Through

Authentication option.

Setting

Explanation

Initialization File

EnableSSONnThrulCAFile

Specifies whether (On) or not
(Off) to use the same user
name and password the user
used to log on tot the client
device for authentication
through .ica files. For security
reasons, users can not be
authenticated tot the server
unless this parameter is present
and its value set to On, even if
UselLocalUserAndPassword and
SSOnUserSetting are specified
in the .ica file.

Appsrv.ini

SSOnUserSetting

Selects (On) or clears (Off) the
Use local credentials to log
on option

Appsrv.ini

This last setting correspond to ICA Settings dialog box > General tab > Use local

credentials to log on option.
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2 Configuration data
2.1 Presentation Server Settings
Setting Value

Preferred version

Presentation Server 3.0 or higher

Delegation

Trust this computer for delegation to any service
(Kerberos only)

Citrix Farm MetaFrame Settings

Enable XML Service DNS address resolution

Reverse DNS resolution

enabled

2.2 Web Interface Settings

Setting

Value

Preferred version

Web Interface 3.0 or higher

Delegation

Trust this computer for delegation to any service
(Kerberos only)

Kerberos pass-through

authentication enabled
2.3 ICA Client Settings
Setting VElUE

Preferred version

Presentation Server Clients for 32-bit Windows Version
8.x or higher (use version from CD-ROM only!)

Location of url in Internet Explorer

Local Intranet

2.4 ICA Client Initialization Files Settings
Setting Value

SSPIEnabled On

UseSSPIONnly On

EnableSSOnThrulCAFile On

SSOnUserSetting On
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3 Installation summary

3.1 Server Side Kerberos Implementation
The following steps have to be taken to implement Kerberos on the server side:

e Trust servers for delegation
e Enable XML Service DNS resolution or reversed DNS resolution
e Enable Kerberos pass-through for the Web Interface or Program Neigborhood Agent

3.2 Client Side Kerberos Implementation

e Edit and package the appropriate initialization files
e Add the url for the Web Interface or Program Neighborhood configuration file to the
local intranet zone of Internet Explorer
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4 Step-by-step guide
4.1 Presentation Server
4.1.1 Prerequisites

e Citrix Presentation server is installed

Action Screenshot (if available)
NOTE: Settings in the text are
leading. Settings in the
pictures are only | Intentionally left blank

informational
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CitrikFarm1 Properties E

Cannection Access Cortrol
Cannection Limits

MetaFrame Settings

ICA Keep-Alive [ Broadcast Respon:
:géﬁ:;:g?s 1= Data callzctars respond to Client broadcast messages
1) Rig ht_CIiCk "CitrIXFarm 1" :jz\::gg :::‘:2%5 ¥ RAS servers responed to Client broadcast messages
2)  Select "Properties™ e eton gt Clent Tine Zan
3) Select the tab "MetaFrame TS B el
S tt " SNMP L] Dizable local time estimation
e Ings SpeedScreen Browser Accal%rsﬁun
4) Check “Enable XML Service DNS zz::gzz:zzz :"j;':ﬂ:;;e:;ig:mn [¥ Ensble XML Service DNS address resalution
add ress reso I ution” virtual IP Address Configuration Novell Directory Services Preferred Tree:
Wirtual IP Processes
5) Make sure that reverse lookup g
. . L] Enahle Content Redirection from server to client
will work for every involved
Se rver (pOI nter rECOI’dS ShOU Id I Enable remote connections ta the console
be | n D NS) ™ Enable merging of shadowers in multiple shadowing policies
Ok | Cancel | Help |
USPOCO1W35Y004 Properties [ 7] |
General | Operating Spstem | td ermber O I
Delegation | Location I tanaged By I Dialir
Delegation = a secunty-zengitive operation, which allows zervices to act on
behall of another user.
™ Do nat trust this computer far delegation
{%' Trust this computer for delegation to any service [Kerberoz only}
1) Open “Active Directory Users ™ Trust this computer for delegation to specified services only
and CompUterS" o % lze Kerberos only
2) nght'C“Ck op d_e Citrix Server £ Use any authentication protocal
3) Select Propert‘!es _— Semnices towhich this azcount can prezent delegated credentials:
4)  Select the tab “delegation : _
« . ervice Type zer or Computer or ervice Mame | Dc
5) Select “Trust this computer for 5 Type | U Comput | Port | 5 Name | D

delegation to any service
(Kerberos only)

1

| 2|

[T Expanded

Add.. | Hemave |

Apply

o]

Cancel |
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4.2 Web Interface

4.2.1 Prerequisites

e Citrix Web Interface is installed

Action Screenshot (if available)
NOTE: Settings in the text are
leading. Settings in the
pictures are only | Intentionally left blank

informational

1) Using the Access Suite Console,
select the appropriate website
for which you want to enable
Kerberos in the left pane.

2) In the Middle Pane, choose
“Configure Authentication
Methods”

3) A wizard will open
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Configure Authentication Methods - https://intern.webinterface.pocad.dsm-group.dev /Citrix /MetaFra...
CITRIX'
1

Specify authentication methods

Use thiz page ta specify the authentication methods available to users logging in ta the

Sleps— Web Interface.
* Specify authentication
m';m.,.!;s Available methads:
CJE »plic:

through

1) Check “paSS—thI’OUgh" fl’0m O Pass-through with smart card

available methods oot o
2) Also check “Use Kerberos

authentication to connect to Pass thiough method settings

serve rsn ¥ Use Kerberos authentication to connect to servers
3) Uncheck all other available

methods

1) Using the Access Suite Console,
select the appropriate Program
Neighborhood Agent config file for
which you want to enable
Kerberos in the left pane.

2) In the Middle Pane, choose
“Configure Authentication
Methods”

3) A wizard will open
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Configure Authentication Methods - config.xml [x]
0
CITRIX

Specify the authentication methods for uzers logging in with Program Meighborhood Agert clients

Authentication methods available to users when they log in.
Steps

» Specify authentication Available methods:

methods I Fromet Setas default |

Define Selected Method

1) Check “pass-through” from Setings =
. Specify Authenticati Smart card
available methods Tty P
2) Also check “Use Kerberos Check Summary
authentication to connect to ~Passthough methad settings
serve rs” ¥ Use Keiberos authentication to connect to servers
. r, Thi i li bath th h and d with
3) Uncheck all other available B e
methods

Cancel
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1) Open “Active Directory Users
and Computers”

2) Right-click op de Citrix Server

3) Select “Properties”

4) Select the tab “delegation”

5) Select “Trust this computer for
delegation to any service
(Kerberos only)

USPOCO1W3S¥004 Properties | 7|
General I O perating System I Mermber OF
Delegation I Location | bd anaged By I Drial-in

Delegation iz & zecurity-zengitive operation, which allows zervices to act on
behalf of another user.

™ Dig not trust thiz computer for delegation

& iTrust this computer for delegation to any service [Kerberos only

™ Trust thiz computer for delegation to specified zervices anly
% |lse Kerberos only
) Wze any authertization protozal

Senvices towhich this account zan prezent delegated credentialz:

Semwice Type | zer or Computer | Puart | Service Namel D
1| | i
I Expanded Add!. | Hemove |

0k I Cancel | Apply |

4.3 Client

4.3.1 Prerequisites

e The Citrix Presentation Server Clients for 32-bit Windows Version 8.x or higher has to
be installed including the appropriate initialization files (use version from CD-ROM

only!)

4.3.2 Procedures

Action

Screenshot (if available)

NOTE: Settings in the text are

Intentionally left blank
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leading. Settings in the
pictures are only
informational

[ =1

Local intranet

| ‘fou can add and remave Wehb sites From this zone. All Web sites
in this zone will use the zone's security settings,

1) Open Internet Explorer and go to

“Internet Options” in the Tools Add this ‘Web site ta the zone:
menu
2) Go to the security tab and click
“local Intranet” Web sites:
3) Click “sites”, “advanced” and add ir*.americas.unity Remoy
the url of both the Citrix Web | *.asia,unity

| *.australia, unity

Interface and Citrix Program DT

Neigborhood Agent Configuration
File (if different)

[ ]Require server verification thttps:) Far all sites in this zane

[ 8] 4 l [ Cancel
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